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What do the Bad 
Guys See?



Reality of Today’s Risk!

● Miscreants are scanning your network. 
Assume they know your exposed risk.

● Miscreants have a list of vulnerabile 
systems on your network. 

● Organizations are scanning your network, 
gaining intelligence on your organization’s 
risk.

Who is Scanning your Network?



Public Internet

HQ

Datacenter East

Branch 
Branch 

CSP (Carrier)

Branch 

Home Workers Cloud Services

Datacenter West

The Miscreant’s Network Visibility

What can others see when looking into your network from the outside? 

What is your organization’s risk? 

http://www.salesforce.com/fr/


Would it be nice ….

Honeynets CSP Feeds
Botnet 

Infiltration

Malware 
Analytics

SPAM/Phish 
Traps

Takedown Operations

Malware Sinkholes

Global Scans

Daily Reports 
Subscribers

Malware-Binary 
Sample Analytics 

(MBSA)

~70 Potential 
Reports



Public Service 
Reporting
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Free Daily Remediation Reports - National CSIRTs and Network Owners

Network Reporting
Every day, Shadowserver sends custom 
remediation reports to more than 4600 vetted 
subscribers, including over 100 national 
governments and many Fortune 500 companies. 
These reports are detailed, targeted, relevant and 
free.

Much of the world uses these reports to receive rapid notification when computer networks 

globally are misconfigured, vulnerable, abusable, get compromised or become infected.

Everyone can get free daily reports about who/what is at risk in their own network/country.



• Every day, Shadowserver sends  
free network reports to 4600+ 
organizations globally

• These emailed reports provide 
details of who is infected, violated, 
controlled and out of compliance in 
each organization

• If Shadowserver sees a problem on 
your network, then all Miscreants 
can exploit that problem

What Goes Into the Daily Network Reports?

Carriers, Cloud, and ISPs Every Organization

Partnered MSSPs

National 
CSIRT/CERT Teams

Law Enforcement



Scanning each network from the 
“outside-in” is a small part of a proven 
Public Benefit Service:
• 15 years of Trust that includes operating 

malware sinkholes, honeynets, spam traps, 
domain confiscation, malware analysis, etc

• Industry Unique Perspective - providing a 
wide range of Network Reports which grow 
and evolve with each new investigation, 
botnet take down and cybercrime 
disruption action

What Goes Into the Daily Network Reports?

Honeynets CSP FeedsBotnet Infiltration

Malware Analytics

SPAM/Phish TrapsTakedown Operations

Malware Sinkholes

Global Scans



New Network Report types added 
by Community Action
● New network reports are added with 

each new category of incident
● Each network report type includes details 

of the source and recommended actions
● Over 111 network report types and 

growing!

 

Network Reports Highlight Actionable Risk

https://www.shadowserver.org/what-we-do/network-reporting/



Network Report Details (example)



Botnet & Criminal Actor Takedown Operations
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Publicly Disclosed Operations

Criminal Actor, Botnet, and Malware Takedown 

data is all feed into Shadowserver’s Daily Network 

Reports to allow the organizations and victims to be 

notified and remediated 



Public Internet

HQ

Datacenter East

Branch 
Branch 

CSP (Carrier)

Branch 

Home Workers
Cloud Services

Datacenter West

Shadowserver’s daily Network 
Reporting is tuned by:

● ASNs for the organization
● CIDR Blocks
● Delegated IP Blocks (Cloud)
● Domains

The Miscreant’s Network Visibility

Shadowserver

What can others see when looking into your network from the outside? 

What is your organization’s risk? 

http://www.salesforce.com/fr/


How do Get Started?



Who Are you?

Your name

Your organization

Your role within the organization

Your email address

Your phone number

Your PGP key (for an encrypted reply)

Subscribing to the Daily Network Reports

https://www.shadowserver.org/what-we-do/network-reporting/get-reports/

Your Network?

Your ASNs and Customer ASNs

Your CIDR Blocks

Your Domain Names

If you are a national CERT, list your 
country.

If you are doing this on behalf of a 
another network, please explain.

How do we Trust?

List of Emails to send the reports

List of references whom can vouch for 
you. Enter the name and contact 
information for one or more 
individuals in your organization, ideally 
someone listed on the whois for your 
network space. This will help us verify 
your identity.

https://www.shadowserver.org/what-we-do/network-reporting/get-reports/


Shadowserver cannot “grant” people access to 
the data.

Shadowserver staff will work with you to validate 
that you have the authority and responsibility 
over the ASNs, CIDR Blocks (IP addresses), and 
Domain names. 

Sometimes it is best to start small, establish 
trust, then add to the list of what is reported.  

How will Shadowserver Validate Trust?



General Theme - You only get free daily remediation 
reports for the networks or country(ies) that you can prove 
your authority (by ASNs, CIDRs, DNS Zones and national 
authorities). 

Any organization may use any of the data that Shadowserver 
provides to them for free each day concerning their own 
network space, without any restrictions - we consider the data 
to be theirs, to do with as they want. We do not give Google’s 
data to Microsoft, or US data to the UK. We only give each 
network’s data to that network’s owner (plus their responsible 
national CERT/CSIRT and LE agencies).

Shadowserver’s Data Sharing Principles

Privacy & Terms has further details: https://www.shadowserver.org/privacy-and-terms/

A

B

C

D
B only gets 
B’s data!

https://www.shadowserver.org/privacy-and-terms/


Nationals CERTs with Legitimate Authority can request 
access to Country Data  

Shadowserver offers National CSIRTs a clear view of what’s 
happening on their networks, providing personalized support 
to interpret the data and leverage its impact. Whether you’re 
responsible for a specific set of networks or every network in 
your region, together we can make a positive impact on 
Internet security.

Shadowserver’s Data Sharing Principles

Privacy & Terms has further details: https://www.shadowserver.org/privacy-and-terms/

https://www.shadowserver.org/privacy-and-terms/


Leveraging the Network 
Reports



Why are their 19 Computer infected with MBROOT?

Shadowserver’s Daily Network Report arrives with a new report 
on Torpig botnet (also called Sinowal or Mebroot). It is now part 
of the “victim notification” of a malware takedown.
 
19 computers in the network are infected!

Those computer were immediately pull off the network. They 
were fully patched, had the latest antivirus versions, and 
several were running extra browser security tool. 

Hardware Vendor’s Network

Privacy & Terms has further details: https://www.shadowserver.org/privacy-and-terms/

The potential damage to the organization was prevented by Shadowserver’s Network Report. The infection 
vector was identified and extra network protections were put in place to protect the organization. All from a 
public benefit report! 

https://www.shadowserver.org/privacy-and-terms/


How are we going to monitor the security of our network?

Large Carrier in Indonesia sees their security risk, but does not yet 
have a big security budget.

Subscribes to Shadowserver’s Daily Network Reports. That provides 
+70 reports of an “outside scan,” malware, botnets, and other 
vulnerabilities. 

Small team uses these reports to track down systems and 
equipment in the report. One problem, leads to another problem, 
which leads to several vulnerabilities and security incidents for 
which the “contracted vendors” neglected to patch. 

Mobile Telecom Operator Example

The Daily Network Reports cost effectively kick started the Mobile Operator’s Security Team - translating vast 
amounts of high-quality security data into actionable insights. These reports cleaned up the network and 
prevented major loss to the Carrier’s business.



● Major us Carrier takes the Daily Network 
Reports specific reflection systems in their 
ASN

● Using Netflow and known spoofed triggered 
… compares that list to the Daily Report list.

Now Knows where the Spoofed traffic is 
originating!

 

- Flowspec to block.
- Contact Peer to Backtrace

Tracking Spoofed Traffic Into the Network
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Shadowser’s Unique Source 
Data



Shadowserver’s Unique Sources



Shadowserver’s Unique Sources



Shadowserver’s Unique Sources



Who is Shadowserver?



Our mission is to make the Internet more 
secure by bringing to light vulnerabilities, 
malicious activity and emerging threats.

We promote a culture of sharing, equip organizations to 
improve their security, support criminal investigations, 
help protect victims, and offer free remediation reports.

We’re driven by the vision of a secure, 
threat-free Internet.

As security professionals, we understand there will 
always be obstacles on that path. Yet as passionate 
altruists committed to doing the right thing for the right 
reasons, we strive to that end: conducting leading-edge 
research and innovation with transparency, impartiality, 
and unassailable ethical standards.
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The Shadowserver Foundation is a 
nonprofit security organization working 
altruistically behind the scenes to make 
the Internet more secure for everyone.

https://www.shadowserver.org
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Shadowserver by (some of the) numbers

Daily proactive security is in jeopardy unless you act.
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