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Starting with some routing incidents...
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Size: Count | Incidents | Culprits Region: Country = UNRegions = UN Sub-Regions | RIR Regions

Incidents o
Total Route misoriginations 190
3'335  foute leaks m
Bogon announcements 2'974

B
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* A Prefix is announced by both AS

Announced By

134599 and AS 133957 (might be OriginAS |  Announcement
unintentional) AS134599 | 45.118.70.0/24

e Either AS cloud be closest to

AS133957 1 45.118.70.0/24

different geographic locations route-viens>shon ip bgp 45.118.70.0/24 | i 133957

3277 3267 174 58601 138197 138197 138197 258197 138197 133957

° Legitimate traffic might get 24441 3491 3491 3257 58601 138197 13819V 138197 138197 138197 133957

blackholed

3561 209 174 58601 138197 138197 138197 138397 138197 133957

20912 174 58601 138197 138197 138197 138197 138197 133957

852 174 58601 138197 138197 138197 138197 138197 133957

101 101 174 58601 138197 138197 138197 138197 138197 133957

3267 174 58601 138197 138197 138197 138197 138197 133957

3303 3257 58601 138197 138197 138197 138197 138197 133957

54728 20130 23352 3257 58601 138197 138197 138197 138197 138197 133957

route-views>show ip bgp 45.118.70.0/24 | 1 134599

8283 6762 132602 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 124599 134599 134599 134599

6939 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 134509 134599 134599

7018 2914 132602 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 134599 134599 134599

1403 1299 2914 132602 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 154555 134599 134599

1403 1299 2914 132602 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 134599 134599 134599
1351 6939 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 134599 134599 134599

286 6762 132602 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 134599 134599 134599

57866 6762 132602 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 134599 134599 134599

4826 58717 135341 135341 135341 135341 134599 134599 134599 134599 134599 134599 134599 134599 134599 134599



* |ssue informed to the IP owner. Announced By

* They removed one announcement Origin AS A
* Created ROA for valid ASN AS133957 | 45.118.70.0/24

* Valid announcement visible in the ‘ , .
route-views>show 1p bgp 45.118.70.0/24 |/1 133957
glObaI routing table 3277 3267 174 58601 138197 138197 1381Y%\7 138197 138197 133357

24441 3491 3491 3257 58601 138197 138197 138197 138192-138197 133957
3561 209 174 58601 138197 138197 138197 138197 138197 133957

20912 174 58601 138197 138197 138197 138197 138197 133957

852 174 58601 138197 138197 138197 138197 138197 133957

101 101 174 58601 138197 138197 138197 138197 138197 133957

3267 174 58601 138197 138197 138197 138197 138197 133957

3303 3257 58601 138197 138197 138197 138197 138197 133957

54728 20130 23352 3257 58601 138197 138197 138197 138197 138197 133957

route-views>sho 1p bgp 45.118.70.0/24 |1 134599
route—views>l
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* Client AS didn’t update APNIC
membership

[AS Info| [Graph v4] [Graph v6| [Prefixes vd| [Prefixes v6| [Peers v4 | [Peers v6| (Whois| IRR]

* Shouldn’t have valid prefix
allocation with revoked

[ o TR T PN SRR | ST 1L N SR SN S Y )

mem b ers h I D |AS Info| |Graph v4| |Graph v6 | IvPreﬁxes v4 | |Prefixes v6| |Peers v4| |Peers
Prefix Description
* Transit still announces client’s e RSO IE |
R 103.92.152.0/24 Asia Pacific Network Information Centre
P refixes 103.92.153.0124 ' Asia Pacific Network Information Centre
. . » 103.92.154.0/24 . Asia Pacific Network Information Centre
* Prefixes marked as BOGON in 103.92.155.024 | Asia Pacific Network Information Cenire

global routing table

core3.fmtl.he.net> show ip bgp routes detail 103.92.152.0/24

Matching
Routes
Statis A - Aggregate B - Best b - Not Install Best C - Confederation e8GP D - Damped E - ¢BGP M - Mistory I - iBGP L - Local M - Multipath m - Not [nstalled Multipath S -
Codes  Suppressed F - Filtered s - Stale x - Best-External
Satus o Netwoek @ NextHop &  Metrk®  LocPrfe  Weighto Path ¢ Orgind ROM
Bl 103.92.152.0/24 198.32.176.203 15 100 0 9498, 132884, 58717, 136555 1GP ?
I 103.92.152.0/24 206.72.210.149 % 100 0 9498, 132884, 58717, 136555+ (e ?
Last Update  7n35m37s ago (1 path instalied)
Ertry cached for another 60 seconds. 2019-10-27 13:18:47 UTC

UNIVERSITY OF OREGON NSRC
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e The issue has been informed to | |
route-views>show 1p bgp 103.92.152.0/24

the transit provider % Network not in table

route-views>show 1p bgp 103.92.153.0/24
% Network not in table

* Then, they dropped it

° The annhouncement was removed route-views>show 1p bgp 103.92.154.0/24

% Network not in table
from g|0ba| table route-views>show 1p bgp 103.92.155.0/24

* Later on, the AS got membership % Netmork not in table

renewed and has its allocated

prefixes back for use Prefix
103.67.199.0/24 “ BK ONLINE
103.92.152.0/24 ‘ BK ONLINE
103.92.153.0/24 J BK ONLINE
103.92.154.0/24 J BK ONLINE
103.92.155.0/24 | BK ONLINE

UNIVERSITY OF OREGON NSR
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* 103.204.210.0/24 was delegated Announced By
by AS 64075 to AS 137842 Origin AS Announcement

. 103.204.210.0/24
* AS 137842 announced the prefix R e
AS64075 | 103.204.210.0/24

* AS 64075 is also announcing its =
: AS137842 MH ONLINE
delegfa.ted prefixes as AS 137842 e
(AS Hijack) o || [ Deecrtion T
* It’s upstream accepting it and * || =
further announcing it globally oues | L———— —

corel sinl henet> show ip bgp routes detaill 202.181.16.0/24

e The issue has been informed to e »

Sats  A-Agorecete B - Best b - Not Il Best € < Confiederation oGP D - Daeped B - o809 M - Mistory I« BGF L - Local M - Muticeth m - Not Dastaled Multpes § -
Codes

° Sopprevied F - Mtered & - Se x - Bt Exterrad
them and got fixed Tmn 6 w6 M o wee Lo weps . o won
BEx H02.081.16.002¢ JeE2S1 0 w0 0 132602, 20075, 1 , AN w o
f J02. 101, 16.0/24 7.3111.220.1% 0 00 4] MO7S, 147, W2 w (9
3 2151160724 111228149 0 1o 0 e d o
t 202.081.16.0024 23112281490 0 190 0 13 ¢ 7, s »xr o
3 2. 181 16.0/24 7111 228490 0 W 0 458, All)Cl’S. 14371, 13792 w )
£ 22 1811602« 3112908 0 10 0 PG00, 10078, 13437, 1082 wr o
L 4 202,181, 160024 549500912 0 10 0 S458, 1007%, 14071, LI w O
13 02081160124 VAL 228111 0 100 0 S762, 132602, 10075, 134371, 137802 w o
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* A /64 IPv6 prefix announced in
global routing table

* Most specific announcement in
global table is /48

* A /64 should never be in global
routing table

O UNIVERSITY OF OREGON

#SGNOGS

(

Prefix
2405:1500::/32 Qv
2405:1500::/48 QR
2405:1500:0:8::/64 >
2405:1500:30::/48 AN/
2405:1500:40::/48 = %3
2405:1500:60::/48 S 3
2405:1500:70::/48 A/
2405:1500:80::/48 Qv
NSRC .



* The issue was informed to the AS Prefix
* The announcement has been 2405:1500::/32 N W
removed 2405:1500::/48 Ql/
2405:1500:30::/48 Qlv
2405:1500:40::/48 S
2405:1500:60::/48 N®
2405:1500:70::/48 ) OJ
2405:1500:80::/48 QY.

UNIVERSITY OF OREGON NSRC
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Prefix
Somebody is announcing non-routable |103.82.232.0/24 &
prefixes in the global BGP table |103.96.230.0/23 b
103.96.232.0/24 'y
123.253.228.0/22 v
C ‘ 172.18.3.024 D
Prefix
103.82.232.0/24 N®
103.96.230.0/23 N®
103.96.232.0/24 N® The announcement has been removed once
123 253 228.0/22 Y the issue was informed to them

UNIVERSITY OF OREGON NSRC
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e AS 136909 used to take transit
via AS 24342 using static routing.

* AS 24342 announced prefixes of
AS 136909 in global BGP table on

their behalf.

* Later, AS 136909 started doing
BGP but AS 24342 still didn’t stop

the announcement.

O UNIVERSITY OF OREGON

route-views>sh ip bgp 103.98.200.0/24 | 1 24342

49788 12552 4637 9498 58601 24342 24342 24342 21342 24342 24342
3303 2914 58601 24342 24342 24342 24342 24342 21342

3561 209 3356 2914 58601 24342 24342 24342 2434 24342 24342
3267 3356 2914 58601 24342 24342 24342 24342 24342 24342

24441 3491 3491 9498 58601 24342 24342 24342 2442 24342 24342
3277 3267 3356 2914 58601 24342 24342 24342 2432 24342 24342
20912 174 9498 58601 24342 24342 24342 24342 2442 24342

852 3491 9498 58601 24342 24342 24342 24342 2434C7CH55C

6939 58601 24342 24342 24342 24342 24342 24342

101 101 11164 7473 9498 58601 24342 24342 24342 24342 24342 24342
1351 6939 58601 24342 24342 24342 24342 24342 24342

54728 20130 6939 58601 24342 24342 24342 24342 24342 24342
3257 7473 9498 58601 24342 24342 24342 24342 24342 24342

3333 1273 2914 58601 24342 24342 24342 24342 24342 24342

6079 4637 9498 58601 24342 24342 24342 24342 24342 24342

701 2914 58601 24342 24342 24342 24342 24342 24342

1239 2914 58601 24342 24342 24342 24342 24342 24342

3549 3356 6453 58601 24342 24342 24342 24342 24342 24342

1221 4637 9498 58601 24342 24342 24342 24342 24342 24342

4901 6079 4637 9498 58601 24342 24342 24342 24342 24342 24342
4826 1221 4637 9498 58601 24342 24342 24342 24342 24342 24342
53767 174 174 9498 58601 24342 24342 24342 24342 24342 24342
2497 2914 58601 24342 24342 24342 24342 24342 24342

AS Info| | Graph v4 | |Prefixes v4

Peers v4 [AS|info] [Graph vd] | Prefixes va| [Peers vé| |

Prefix

Prefix

103.98.200.0/22 N\

103.98.200.0/24
T —

103.98.201.0/24

103.98.200.0/24 |
) 103.98.201.0/24
115.127.0.0/18

103.98.202.0/24

115.127.0.0/19
: 115.127.0.0/20

103.98.203.0/24

115.127.0.0/24
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* AS 24342 has been informed to
stop announcing client’s prefixes

* Client AS 136909 has signed their

prefixes
e |ssue resolved.

O UNIVERSITY OF OREGON

route-views>show ip bgp 103.98.200.0/24 | 1 24342

7660 2516 6453 58601 24342 24342 24342 136909

286 6453 58601 24342 24342 24342 136909

852 3491 9498 58601 24342 24342 24342 136909

6079 4637 9498 58601 24342 24342 24342 136909

1351 9498 58601 24342 24342 24342 136909

54728 20130 6939 58601 24342 24342 24342 136909

3333 1257 6453 58601 24342 24342 24342 136909

3267 6461 7473 17494 58601 24342 24342 24342 136909
1403 6453 58601 24342 24342 24342 136909

1403 6453 58601 24342 24342 24342 136909

8283 6453 58601 24342 24342 24342 136909

57866 6461 7473 17494 58601 24342 24342 24342 136909
49788 12552 9498 58601 24342 24342 24342 136909

3277 3267 6461 7473 17494 58601 24342 24342 24342 136909

[AS Info] |Graph va| |Prefixes v4 | [Peers vd| [Whols|

AS Info| | Graph v4| |Prefixes v4| | Peers v4 Prefix
1 {1
Prefix 115.127.0.0/18
103.98.200.0/22 N si27.001 z
103.98.200.0/24 N E 115.127.0.0/20 B
103.98.201.0/24 ., bl
S 115.127.1.0124
103.98.202.0/24 QY. T
103.98.203.0/24 NE 115.127.3.0/24 o
#SGNOGS NSRC 13



* AS 136901 got an allocation of /22.

* They announce part of its prefix
(not the whole), e.g. /23 is

announced but the other /23 is not.

e Opportunists can try to use the
unannounced /23 for unauthorized
activities.

Prefix

103.98.64.0/24

103.98.65.0/24

awal@Awals-MacBook-Air ~> whois -h whois.radb.net 103.98.64.0/22

route:
origin:

103.98.64.0/22
AS136901

UNIVERSITY OF OREGON NSR‘
O #SGNOGS Nateries Startis Suasaree e
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* AS 137515 announced BCC's prefix
103.48.17.0/24 to BDIX (Prefix hijack)

* Important government services

. A Prefix ' Description |

became unavailable to the citizens 22812022 3 Bariadesn Compaer Cowe t
13.222._15.029 o & Bangladesh Computer Council -

* Costs our time to fix. SOz ED 0 Binotides Comortar Comeh =
114.130.54.0v23 - B Bangladesh Computer Council [ =1

114,130,116.0/22 - u Bangladesh Computer Council B

180.211.213.0/24 &) (£ | Bangladesh Computer Council |

POaOaOT ST AN CDOE - JIK- oOINow T UOOrcT IUJ. 0. L7 . 79

inet.0: 801403 destinations, 6284521 routes (787268 active, 0 holddown, 3604693 hidden
+ = ACtive Route, - = Last Active, * = Both

103.48.17.0/24 *[BGP/170] 00:01:34, Tlocalpref 100

As path: 132602 56032 137515 I, validation-state: unverified
> to 103.16.155.45 via et-0/0/1.517
[BGP/170] 00:01:13, localpref 100

AS path: 132602 56032 137515 I, validation-state: unverified
> to 103.16.155.41 via et-0/0/2.520
[BGP/170] 00:01:34, localpref 100

AS path: 132602 56032 137515 I, validation-state: unverified
> to 163.47.83.29 via et-0/0/3.73

EacdalbasAnwa Focs . B

UNIVERSITY OF OREGON NSRC
O H#SGNOG8

Merwers St Sus.




OW we ensure the
routing hygiene
manually?

Nightmare...

#SGNOGS



RPKI

R

OOOOOOOOOOOOOOOOOO NSRC
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RPKI is about 2 things: ROA and ROV

o Signing prefixes

a.k.a. creating ROAs

Em

RIR CA

2001:db8::/32
192.0.2.0/24

]

Member Login
Authentication

ROA

(o

RIR Resource DB

O UNIVERSITY OF OREGON

AS 65000

#SGNOGS

Profix

Origin AS

O MSA

ROA 8 inad

led

Whois O Enabled

rcns

Route

103.48.16.0/22

240VEDBO: /32

43229.20/22

A3229150/24

IL  Origin AS
ASEIS12
ASEI92
AS63932

AS63I932

ROA status ©

Whois status ©
@
@

@

@

NSRC .



RPKI is about 2 things: ROA and ROV

Local host: 172.19.19.1, Local port: 60462
. Remote host: 172.20.22.4, Remote port: 3323
a'k'a dOIng ROV Refresh time : 900
Aging time : 1800
Session ID : 59791
Serial number : 10
Session Statistics:
IPv4 record : 98101

e rsync/RRDP RTR Protocol (eoe ] IPv6e record : 16506
—3 > Rimatl < >

. . RPKI server is 172.20.22.4, port 3323
Va||dat|ng ROAS RPKI current state: Established, Age: 0lmédé6s

“ RPKI validation codes: V - valid, I - invalid, N - not-found

RPKI Repository RPKI Validator BGP Router Ratal, Sahar-af Setess 106t
Network NextHop

1.0.0.0/24 103.9.114.161
114.130.31.5

.0.4.0/22 103.9.114.161
.0.4.0/24 103.9.114.161

.5.0/24 103.9.114.161
.0.6.0/24 103.9.114.161
.0.7.0/24 103.9.114.161
.0.16.0/24 103.9.114.161

.64.0/18 103.9.114.161

e EEEEEC

#SGNOGS




Kl Validation in NDC

subsequent impact

#SGNOGS
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RPKI Validation at National Data Center

* NDC declared to drop invalids since Dec 1, 2019
* Bangladesh has more than 800 active ASN

* BD ROA stats in Sep 2019:
* Valid — 29%
* Unknown — 69%
* Invalid — 2%
* Need to find out ASNs who are getting impact

 BD ASNs are easy to reach for obvious reason
 How about the global ASNs?

UNIVERSITY OF OREGON NSR
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Awareness Before the ROV

BDNOG :
Bangladesh
Network Operators
Group

O Public grous

About

Discussion

Arncuncements

° 8GO ¢ GOV CIRT

o0 a9 dfefent Bvafy sorn

wtafrewt? (RP0) a3t Gt (ROA) fs 7

atal d A
& Ingfanie

L eRNO0Ces! 0 Members

Everts

Mohammad Abdul Awal shared & link
O Admin . 1 iy

Frenives 3t S wiftre ¥ 31t oplrz sl & fEones 10on
Wil row wrafeeard (efawe i oF W 49 W s POTEEE
fiefaprpr aran gee ot Branties oty Wit gy s sty ol
CHOTEE (T TP W SIS ¥ WA )

National Data Center a1 Bangladesh Computer Councl stars RPKI ROA
validation on Dec 1, 20718, Please check the ROA for your prefiees and

Subject:NDC starts RPKI Validation on Dec 1
Date:Thu, 7 Nov 2019 00:44:32 +0600
From:Md. Abdul Awal <awal.ece@gmail.com>
To:nog <nog@bdnog.org>

Dear Colleagues,

National Data Center (NDC) at Bangladesh Computer Council (BCC) starts

RPKI ROA validation on December 1, 2019.

Read more here:

correcticreae # required

Sfersr ow

p oS s 9y 2Ry Wt flone gt

O UNIVERSITY OF OREGON

https:/ /www.cirt.gov.bd /¥e0%a6%9c¥e0%ab%beXe 0¥ab¥HadXe0Xa7%B80%e0¥a7
%a6%b8%e0%a7%87%e0Xab¥a8%e0%a7%8d¥e0%abX9fXe0¥ab%beXe0X%ab%b0%q

NDC team tried to reach ASNs who have INVALID ROAs and helped many of
them to fix it. However, there are still about 2% invalid prefixes in
Bangladesh. Please be informed that the INVALID prefixes would not be
able to access any content hosted at NDC after Nov 30.

Please spend some time to check the ROA for your prefixes. Correct any
invalid ROAs immediately from your MyAPNIC portal. Also, if you didn't
create ROA for your prefixes yet, please do so asap.

Best regards,
Awal

NSRC ..

Merwers Srntep Sescerce Comer



Awareness Before the ROV

* We helped others to create and/or fix their ROAs
* LEASs, Police, Special forces
* Govt. Organizations
* [XPs

Banks and Financial Organizations

Transit providers

ISPs

Data Centers

UNIVERSITY OF OREGON NSR
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The impact of awareness campaign

Prefix Prefix

123.49.0.0/18 Qf/ 123.49.0.0/18 NG
el - 123.49.14.0/24 Q)
318, e 123.49.16.0/20 S G
LRGN 123.49.29.0/24 S ®
123.49.30.0/24 A

TR 123.49.30.0/24 S5
123.49.47.0/24 ))) 123.49.51.0/24 w &4
180.211.1280117 L () 123.49.47.0/24 w &4
180.211.201.0/24 180.211.128.0117 w) &4
180.211.214.0/24 180.211.201.0/24 ) O
180.211.215.0/24 180.211.214.0/24 Qv
203.112.192.0/19 e 180.211.215.0/24 S G
203.112.194.0/24 AV 203.112.192.0/19 Qv
209.58.24.0/24 v, 203.112.194.0/24 N®

UNIVERSITY OF OREGON NSRC
O #SGNOGS . 24
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The impact of awareness campaign

43.255.20.0/22 NG
43.255.20.0/24 Q™
43.255.21.0/24 Q®
43.255.22.0/24 Q®
103.239.4.0/22 N®
103.239.4.0/24 Q®
103.239.5.0/24 Q®
103.239.6.0/24
103.239.7.0/24

UNIVERSITY OF OREGON

”

#SGNOGS

Prefixes v4
Prefix
43.255.20.0/24 Y
43.255.21.0/24 Y
43.255.22.0/24 Y
103.239.4.0/24 Y
103.239.5.0/24 Y
103.239.6.0/24 Y

NSRC .

Sntep Senc




The impact of awareness campaign

Routing completeness (RPKI) i

Total Valid 29%
100% Unknown 69%
Invalid 2%

W Valid ® Unknown B Invalid

Routing completeness (RPKI) o

Total Valid

100% Unknown

Invalid

W Valid ® Unknown W Invalid

Sep 2019

O UNIVERSITY OF OREGON

Total Valid 45%
100% Unknown 54%
Invalid 1%

Routing completeness (RPKI) i

m Valid ® Unknown B |nvalid

Oct 2019

#SGNOGS

Nov 2019

Source: https://observatory.manrs.org

NSRC .
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And, finally NDC drops invalids since Dec 1, 2019

L RPKI TEST

a RIPE Labs experiment in collaboration with Job Snijders/NTT

testing valid ROA... [passed]
testing invalid ROA (5sec)...[passed]

AS63932 drops RPKI invalid BGP routes from prefix 43.229.12.0/22 as witnessed
by your public IP 43.229.12.250

UNIVERSITY OF OREGON NSRC
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The impact of awareness campaign

Routing completeness (RPKI) &

V a 4'.' O‘

fotal

100%

Unknown

Invalid

B Valid B Unknown B Invalid

Dec 2019
O UNIVERSITY OF OREGON

#SGNOGS

Routing completeness (RPKI) i

L/ a l',’ Ol

fotal

100%

P d s
UNKNowrn

. 11
nvala

B Valid B Unknown B Invalid

Jan 2020

NSRC ..
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The impact of awareness campaign

IPv4 IPv6
4k
8
xX
& 3k
et
o
3
a BD
D ok Sep 25 2019
= Count:1315
I
) — '
o
v
2 1k
o<
>
0
2012 2014 2016 2018 2020
Date
BD
UNIVERSITY OF OREGON
#SGNOGS8

Ps containing 1Py

1Pwad

IPve

Total Percent

BD
Feb 13 2020
Count:3354

Date

BD

Source: https://stat.ripe.net/BD#tabld=routing

NSRC ..




The impact of awareness campaign

700

600

400

300

200

VRPs containing IPv6 prefixes

100

IPv4

IPv6

—i

BD
Oct 06 2019
Count:262

2016 2018 2020

O UNIVERSITY OF OREGON

#SGNOGS

VRPs containing IPv6 prefi

Xes

'S

1Pvd

v

Total Percent

BD
Feb 13 2020 9
Count:689




wce C

Swrtep Besce

NSRC ..

Werwens

TZ-Jdy
TZ-JeN
12-9°4
Tz-uer
0¢-223Q
0¢-AON
0Z-30
0¢-das
¢ 0zZ-8ny
¢ oznr
¢ Qc-unr
oz-AeiN
0g-Jdy
0z-JeiN
0¢-9°4
Og-uer
61-23Q
6T-AON
61-320
61-das
61-3ny
6T-INr

Source: https://observatory.manrs.org

BD

#SGNOGS

—e—\alid —e—Not Found =e=|nvalid

10N 1N

UNIVERSITY OF OREGON

RPKI ROA Adopt

O



Considerations about ROA and ROV
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Creating ROA

Prefix
Origin AS
O MmsA
ROA @ Enabled
Whois @ Enabled
Actions Update whois
o

O UNIVERSITY OF OREGON

Not a good idea to create ROAs up
to /24 if not announced in BGP
Better to create ROAs for specific
prefixes that are announced in BGP

#SGNOGS

Prefi
Origin AS
O Mmsa
ROA 2 Enabled
Whois & Enabled
Sub-routes
Show % 2 entries Search
Route I Managed O Actions
103.48.16.0/22 Enanled Update whais ¢
103.48.18.0/23 Update whois (4
103 4818 0/24 [ Erabled | Update whos (3
10348 19.0/24 m Updats whois (¢
NSRC 33
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ROA for Small ISPs and Enterprises

* Have own Internet resources?
* Creating ROA is straightforward using RIR’s resource management portal

e Got assignment for LIR?

* Have public ASN?
* Ask the LIR to create ROA with your ASN and verify

* Don’t have public ASN?
* Ask the LIR to create ROA for the assigned prefix and verify

UNIVERSITY OF OREGON NSR
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ROV for Small ISPs and Enterprises

* Have BGP with transits and peers?
* Receive full routes from neighbors?
* Implementing ROV using validator cache is straightforward

* Receive partial routes with default from neighbors?
e Ask transits to do ROV for you
* Implement ROV using validator cache to validate peer and IX routes

* Receive only the default route
* ROV wouldn’t fit, however, you may ask transits to do ROV on their network ©

* Have static routing with transits?
ROV wouldn’t fit, however, you may ask transits to do ROV on their network
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Still thinking why we need ROA and ROV?

* Check the issues discussed in first couple slides

* Reduce the opportunity of routing incidents, prefix hijacks, route
leaks, DDoS, outages

* You wouldn’t want to be a target of those incidents

* Help improve global routing infrastructure security

* Help each other to maintain routing hygiene

* We are engineers working hard to make Internet better, remember?
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